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Definitions

Risks: Definition

“Threats to (loss of) that which we
value.”

Risk CommunRication: Definition

“The exchange effinfermaten abeuk risks
(bad news)*
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Risk-Communication Goals

o-enhance knowledge and
understanding

o bulld trust and: credipriity,

s encourage appropriate behaviers
and levels off ceoncemn
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CDC’'s'Risk- Communication
Goals

o Be'first, be right, be credible

e Inform, not inflame

o« Address rumors, Inaccuracies, and
miSperceptions auickly




Rule of 3

Everything inf Threes
— Three Key: Messages

—Repeat Three Times (e.q., Trple T
Model)

— Key Messages; Suppoerted by Three
Supporting Messages; or lhree
Credible SeUrGCes
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Risk.Communication Hypotheses

“Most-efithe concerns and guestions of
Lpset people.can be predicted in
advance.”

“When people are stressed and/ upset,

they want te know that you care before
they care what you kinow."

“Upset people often havedifficulty
hearing, understanding; and
remembering mfermaten:
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Stakehpelder-Predictability

“50'Most Freguently. Asked Questions
by’ Terminally Il Patients”
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Stakehpelder-Predictability

“50/Most Freguently. Asked
Questions by Terminally: Il
Patients”

“77 Most Erequently: Asked
Questions: by Journalists in a
[Disaster”

Copyright, Dr. V Covello, Center for Change/Risk Communication




Stakehpelder-Predictability

e /“50.Most Freguently Asked
Questions by Terminally: Il
Patients”

“77 Most Ereguently: Asked
Questions by Journalists in a

Disaster”

“65 Vest Erequently Asked
Questions abkeut BirdiEUrand
Pandemic Iniiluenzas
(PandemichitigeV)
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StakeholderPredictability

“50 Most Erequently:Asked Questions by
Terminally Il Patients’”

“7i Most Freguently Asked Questions by
Journalists in a Disaster”

“65 Most Ereguently Asked QuUestions
about Bird Elu and Pandemic Influenza”
(pandemicfiu.goewv)

45 Commen: Stiakenelder @UEeEstions
Related ter EnvirenmentialNeleanup Sites:
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Risk Communication

Class Exercise
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Scenario Overview

o 5 Scenarios
— 1l'per group
— multiple issues

— Same fermat — situation, action taken, community background,
health effects

o Group activity
— [dentifystakenelders and CONCENIS
— prepare message maps
— practice delivery eliimessade maps
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Seenario_Overview

Scenhanie-dy (Waste Disposal Pond Site)

e SSummary:
— spilyGW'and sediment. contamination
— threat to drinking water; (State ban on fishing in river)

o) SQUICE:
— mercury from lecallmfg plant (new closed)

o EPA Action:
— non-time-criticallremaovallofiriver. sediments

— expedited RIIES

o [ocal Setting:
— Site borders two rural tewns
— high community concern
— frequent inquiries fremcengressienal reps:
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Scenario Overview

Scenarie 2; (Woeoed Presenving;Eacility)

saSUMmMary:
— contaminated soil, GW, and river sediments

o Soeurce;
— dioxin and metals

s EPA Action:
— soll excavation & removal
— GW extraction
— |ong-term GWitreatmernt

o [LocallSetting:
— low-income community (EJ) inrsmallfteown
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Scenario-Overview

Scenario’ 3: (FormeryMining Site)

e SUmmary:
—sojl'and water contamination
— threat to endangeredispecies (fish in the river)

o, SQurce:
— zinc, arsenic and/lead from zinc mining eperations

o EPAAction:
— remoyval action te excavate sal
— pump & treat GW
— collect airrsamples (to)Iid: dustievelsifroam mineitailings)

* [Local Setting:

— mid:sizeditown, Righrcencerniamongresidents anditriial
community: (IAG application)
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Scenarlo. Overview
Scenarioé: (ClosediLandfill Site)

Summary:
— airyquality preblem
— excessive levels of vinyl chloride in homes

Source:
— landfill'lgas migration

EPAACLIion:
— landfilllgas extraction and air moenitoring
— temporary evacuation 6fi20/hemes
— installation ofimethane monioersinithe hemes

lLecall Settings:
— upper.inceme, nigh/cencern area

— residents threatening te)sue.developerawne incked“them and sard landfill
would/be turned Inteya geliicourse
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SeenarorOverview
Scenarig 5: (MetalsiFoundry: Site)

e SUmmary:
— High levels of lead on site and in nearby residential yards

e Source:
— operations at fermer metals processingfacility,
— heavily industrialized area, possible cumulative health effects

o EPRPA Action:
— solllsampling; excavation and remoyal
— temporary relecation ofi 10/ residences

o [LocallSetting:
— minority, lew-inceme community (i)
— highicommunity/GConcerm wiiheavy mediaratiention
— TAG application
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Class’'Exercise --Overview

RPart I'— Stakehelders & Concerns

Part Il — Create Vliessage IVlaps

Part llIl— Deliver Message Maps
(Role: play)
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Class. Exercise:
Stakeholders & Concerns

1. Select'a group reporter to:
— Take notes on flipchart
— Summarize the group discussion
— Keep the group on;schedule

2. Carefully readlassigned/scenario

3! Preparelist ofi stakehelders
- Those interested
- Those influenced
- Tihose affected

4. Prioritize listand/ [}Pr ConGEMnS Gl priiman/siekenelder group

Copyright, Dr. V Covello, Center for Change/Risk Communication




* L I.Most Freguently Asked
Questions by Journalists and
the Public in a Disaster”

Types of OUEestions:

Factual Questions
Emotionally: Charged Questions

Challenge, Tirap, and: Pitfall
Questions




Challenges/Iraps/Pitfalls

False Negative Questions
Guarantee Questions

What It (Werst Case Scenario)
Questions




Risk.Communication:

Key Nessages

e Riskcommunication s a science-
based discipline

High stress situations: change the
rules oficommunication

o T[he key to crticalcommunication
SUCccess Israntcipation; preparation,
and practice
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Risk.Communication:

Key Nessages

e Riskccommunication s a science-
based discipline

High stress situations: change the
rules oficommunication

o Thekey o communication SUCCESS
IS anticipation, preparation, and
practice
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Risk Commmunication Literature

e 8000 Articles in Peer Reviewed
Scientific Journals

o 2000 Books

o Reviews ofithe LLiterature by Major
Scientific; Organizations
(e.g., NatienallAcademy: ol SCIENnCces)
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Risk'Communication Literature:
Research Based Resources

Dr. R. Hyer and Dr. V. Covello

Effective Media Communication Durng
Public Health Energencies:

A World Healthr@rganization Handheek

World Healthr @rganization; United
Nations: Geneva, Aplr2Z00Y

(WIWWWHE IR EOKGHEETS)
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Resources

Effective Media Communication
Durnng Public Health Emergencies

o A Comprehensive Bibliograpiy. efi Peer,
Reviewed Aricles

o Over 1000/ Dors and Doentts: (With
Explanations)

o A Sectlion' oniiviessageViapping
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Resources

Effective Media Communication Durng
Public Health Emerngencies

o A Comprehensive Bibliograpny: of Peer
Reviewed Articles

Over 1000 Dois and Den'ts: (With
EXplanatiens)

A SeclionieniViessageiViappingianad
\Viessage Vappiighiemplaties
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Stakeholder
Message Map e,

Concern:.

Key Message
O words on
average

Key Message
O words on
average

Key Message
O words on
average

Support-
ing

Anfo. 2.1 3.1
Support-
ing Info.

3.2
Support- support- upport:
ing Info. ing Info. ing Info.

13 23 2




Meéssage Map, MEACEAIER

Key Message
“Wear Protective
Clothing”

Key Message
“Use Insect
Repellent”

Key Messaqge
"Remove
Standing Water”

Unattended DEET
—= | swimming

pools

Long Sleeves

Flower
Pots/Bird 2.2
Baths

Long Pants

Medical
— Research

Dusk and
Dawn




MeSsage Mapping

~Department of Health and Human
Senvices/CDC: Pre-Event-Maps, for
Avian Flu/Pandemic Influenza
(pandemicfiu.goyv)

. Multi-State: Partnership for Agricultural
Securnity: Message Maps: for 30
AgriculturaliSeenanes

3. Envirenmentall Pretectiont Agency:

Viessage: VIapsiie) 6
\Water/GroupdwalerEeontaminanen
SCENaESs (WWW.EREEOV/ANSTGC)

Copyright, Dr. V Covello, Center for Change/Risk Communication




RiskéCommunication
Jlemplates

KDG

APP

CCO

2'7/9/3

IBC
Primacy/Recengcy
AGIL-4

IN=3P
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RiskéCommunication
Jlemplates

KDG

APP

CCO

2'7/9/3

KDG

TBC
Primacy/RecCEnCY.
AGIL-4

(N=2]
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KDG/Template

(Overarching-Messagedap)
(Know; Do, Go)

Key Message 1: What Is most
important for people to know

Key: Message: 2: What IS most
Important for people tor doe

Key Vessage st VWhere can people
g0 te get credinle mformatlon




Message Mapping Exercise

o KDG Template




Class.Exercise:
Message Maps

Prepare an Overarching Message Map

» Use KDG Template (know, do, go)
o Target msgs to primary stakeholder group

Present Viessage: Viap

 ChooSe group spoekesperson
o Provide 60:Sec. GVEIVIEW GIFSCENANno
* Describe your KDGImessage map
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Risk Commmunication Literature

e 8000 Articles in Peer Reviewed
Scientific Journals

o 2000 Books

o Reviews ofithe LLiterature by Major
Scientific; Organizations
(e.g., NatienallAcademy: ol SCIENnCces)
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Risk Communication:
Best Practice

« Stakeholder Predictability: (APP
Template)

o Caring/Empathy (CCOITlemplate)
o Altention Span (27/9/3i Tlemplate)
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RiskéCommunication
Jlemplates

KDG

APP

6

2'7/9/3

IBC
Primacy/Recengcy
AGIL-4

IN=3P
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Risk Communication:
Best Practice

o Stakeholder Predictability: (ARPP
Template)

o Caring/Empathy (CCOITlemplate)
o Altention Span (27/9/3i Tlemplate)
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Stakeholder Predictability

“For most high stress situations, over 95
percent of stakeholder concerns and
guestions can be predicted/injadvance.”
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The APP Template

1. Anticipate
2. Prepare
3. Practice




The APP Template
Planning-and Preparation

“If | had all day toe cut down a
large tree, llwoeuld use most
ofi the day: sharpening my.
axe.”

Abralami B colie. o e, o




Communication Regret
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Anticipate

1. Scenarios
2. Stakeholders/Partners
3. Questions andf €Cencerns
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Types of OUEestions:

Factual Questions
Emotionally: Charged Questions

Challenge, Tirap, and: Pitfall
Questions
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Types/of Media - Questions

Factual Questions
Emotionally: Charged Questions

Challenge, Tirap, and: Pitfall
Questions




Challenges/Iraps/Pitfalls

False Negative Questions
Guarantee Questions

What It (Werst Case Scenario)
Questions




Challenge. Questions:
Doe’'s and Don'ts

Don'ft repeat a false negative

Do, repeat the opposite ofi the false
negative

Copyright, Dr. V Covello, Center for Change/Risk Communication




Best Practices.in-Risk
Communication

o Prepare/messages, for important
secenarios

e Meet the needs of the media

* Previde training fior the these who
willf deliver messages
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APP Template

o Anticipate
e Prepare
e Practice
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Message Mapping Steps

12 1dentify:a complete list of'specific
concerns for each stakeholder

group
2. Develop key messages

3. Conduct systematic message
testing
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Risk Communication:
Best Practice

« Stakeholder Predictability: (APP
Template)

s Caring/Empathy (CCOrlemplate)
o Altention Span (27/9/3i Tlemplate)
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Caring/Empathy

“When people are stressed and
Lupser, they: want ter knew; that
you care beforetthey carerwnat
VOUrKNGW::




The CCO Template

o Compassion
o Conviction

o Optimism
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Trust Factors In
High Stress Situations

- Assessed
Listening/ i first 9-30

Caring/
Empathy/Compassion \ WAt

50%

Competence/ All
Expertise Other Factors
15-20% 15-20%
Honesty/
Openness
15-20%
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Risk. Communication Models

e [he Trust Determination Model

o The Attention Span/Vental Noise
Model

o Tlhe Negative Dominance Model
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The CCO Template

o Compassion
o Conviction

o Optimism
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Mayoer Giuliant, 9/141.

“The number of casualties Is more
than any off us can bear
ultimately.”
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Message Mapping Exercise

o CCO Template




Class.Exercise:
Message Maps

Prepare an Overarching Message Map

¢ Use CCO Template (compassion, conviction,
optimism)
o Target msgs to the primary stakehoelder group

Present Viessage: Viap

¢« ChooSe group spoekesperson

o Provide 60:Sec. GVEIVIEW! GIFSCENAro
o [Describe your CECOmessage map
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Risk Communication:
Best Practice

o Stakeholder Predictability: (APP
Template)

o Caring/Empathy (CCOITlemplate)
o Atltention Spani(2vif/siliemplate)
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Attention Span/Mental Noise

“When people are stressed and
Lpset, they often have great
diffreulty, hearing,
Lunderstanding, and
remembernng infermatoen’




Risk. Communication Models

e The Trust Determination Model

o The Attention Span/iViental'Noeise
Model

o Tlhe Negative Dominance Model
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Tthe 27/9/3 Tlemplate

o 2/ Words
¢ 9 seconds
o 3 IMESSAFES
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Ri

sk_.Communication: Attention
Span Research

“The'Magic Number. Seven, Plus or
Minus Twoe: Seme: Limits on; Our
Capacity for Precessing Infermation”

George A. Miller: (Department: of

Psychology, Princeton University)
'he PsychologicallReview; 1956; vol. 63;

0. 81-97
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Risike Communication:
Altention Span Research

“The Magic Number Three, Plus: or;
Minus Two:

Some Limits en Our Capacity: for;
Receiving, Processing, and
Remembering Infermation i =High
Stress Situations®
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High Stress Situations:
Rule of 3 Shift

o [LowW Stress Situations:
Brain can hoeld on average

7 messages

o High Stress; Situations:
Brain can hoeld enraverage

S MESSAUES
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Tthe 27/9/3 Tlemplate

o 2/ Words
¢ 9 seconds
o 3 IMESSAFES
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27/9/3 Iremplate

o 27/ Words

(total ofi 27 words; fer; all three key.
MESSsages, Witheach key message
averaging 9'words imrlengtn)

o O seconds
o S MESSAUES
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RiskéCommunication
Jlemplates

KDG

APP

CCO

2'7/9/3

IBC
Primacy/Recengcy
AGIL-4

IN=3P
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RisK-Perceptions

TBC A emplate (Trust, Benefits,
Control)

Key. Message 1: Trust Viessage

Key Message 2: Benefits/Eairness
Message

Key: Message: 8: Contreldviessage




Attention/Span Literature

Risk Perceptions




Risk Perceptions

“That which Is perceived as
real I1s real In Its
consequences.”
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“Facts/about risk appear to play
little or no rele In determining
public fears, perceptions, and
concerns anbout rsks.”

Copyright, Dr. V Covello, Center for Change/Risk Communication




Risk. Perception/Fear Factors

Risks-are feared more if they are
percejved as:

Unfair
Inveluntary: or iImposed

Inescapable/catastrophic
Unfamiliar/dreaded

Man made
Threaten children

Under the controliortuntristwertny,
OLhErs
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Risk-Perceptions
(Fear-Factors)

L.ewer Concern/kFear Higher Concern/EFear

. Trustworthy sources Untrustworthy sources
- lLarge benefits Few or. unclear benefits

..Under one’s contrel.  Controelled by others
. Voluntany, Inveluntany

. Fair Uniair

. Natural erigin HUman; ergin

. Children net victims:  Children as ViICums
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Risk Perception/Fear Factors

o Trust
o Listening/Caring
o Competence/Expertise
e Honesty/Transparency,
o Benefits/Fairness
o Societal

o COmmunRIL.
o Personal
o Control

o Cliprce

s \V/oIce

s KnewledgeNe:g. things
fo)r o)sie)e)f=ic)ofc))
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RisK Perceptions

“The more you can do to increase
perceived trust, the lessithe
concern, worny, and anxiety.”
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RisK Perceptions

“The moreyou can do to Increase
perceved benefits and fairness,
the less the concern, Worry,
and anxiety.”
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RisK Perceptions

“The more you can do to increase
perceived controel, theless the
concern, worny, and anxiety.”
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RisK-Perceptions

TBC A emplate (Trust, Benefits,
Control)

Key. Message 1: Trust Viessage

Key Message 2: Benefits/Eairness
Message

Key: Message: 8: Contreldviessage




Message Mapping Exercise

o TBC Template




Class.Exercise:
Message Maps

Prepare an Overarching Message Map
» Use TBC Template (trust, benefits, control)

o Jarget msgs te primary stakehoelder group

Present iessage: Viap

» Choose group spoekesperson

o Provide 60:sec. oVErVIEW Off SCENAro
o Describe your BE messagemanp
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Risk Perception/Fear Factors

o Trust
o Listening/Caring
o Competence/Expertise
e Honesty/Transparency,
o Benefits/Fairness
o Societal

o COmmunRIL.
o Personal
o Control

o Cliprce

s \V/oIce

s KnewledgeNe:g. things
fo)r o)sie)e)f=ic)ofc))
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RiskéCommunication
Jlemplates

APP
CCO
2.719/3

Primacy/RecCEnCY.
AGIL-4
(N=2]
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RiskéCommunication
Jlemplates

APP
CCO
27193

Priimacy/RECENCY
AGIL-4
N=2)
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RiskéCommunication
Jlemplates

APP
CCO
27193

Priimacy/RECENCY
AGIL-4
(N=2]
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Primacy/Recency llemplate

“When people are stressed and
upset, they typically fecus: most
on that whichiis, sard first
(primacy) andilast (recency).”




Primacy/Recency Template

e | ow Stiress Situations:

Brain processes information based on
inear order (e.q., 1, 2, 3)

g Stress, Situatiens:

Brain Processes Infermaten hased on
primacy/recencyAergmls 35, 2)
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RiskéCommunication
Jlemplates

APP
CCO
27193

Primacy/RecCEnCY.
AGIL-4
(N=2]
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AGL-4-Template

AGl.(Average Grade'lLevel)
Minus 4 (Four Grade LLevels)
Tlemplate

“When people are stressed and
Lupser, they typically process
Information at four grade:levels
pelew thellr average grade




AGL-4 Shiit

e W Slress Situations:
Brain precesses nfermation at
AGL (average grade: level)

o High Stress Situations:
Brain precessesinfermatenat

AGL-4 (average gradelevelimmus 4 arade
levels)
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RiskéCommunication
Jlemplates

APP
CCO
27193

Primacy/RecCEnCY.
AGIL-4
N=2)
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Risk. Communication Models

ne Mental Noise Model
ne Trust Determination Model

ne Negative Dominance Model
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IN=3P.Template

LN (Negative) Equals

3/ P (Positives) Tlemplate

“When people are stressed and
upser, they ypically fecus: more
on the negativerthan en the
pPoSItVeE::

(NegatverlbominancessHneipie): = -




Negativer Dominance

e High Stress Situations:
IN=3P

(Gne negative enraverage equalsitniree
PESItIVES)

o Bad News liemplate:

It takes enraverager S pPESIVESHONIAIANCE
ONeNegaLve:
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1N=3P
(Negative Dominance)

o Avolid absolutes
(e.g., never, always)
o Avoid Unnecessary negatives
o(e.d., No, net, never, nething,
NONE)
o 7 Part -~ Bad News fiemplate




Bad Newsi(1N=3P)
Template

1..-Positive message (e.qg., 4. Positive

listening, caring, message (2)

empathy, compassion -
p / P ) 5. Positive

2. State Negative message (3)

3. Positive message (1) 6. Positive
message (4)

7. Eellew up
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Specialflopics

o Non-Verbal Communication
e Bridging
o, Credibility: Ladders




Specialflopics

o Non-Verbal Communication
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Non-Verbal Communication

»-People judge the messenger befare
they judge the message

o People judge the messenger
primarily in terms; of: trust

o [rust Is judged primarly through
actions, boedy:language; andiverhal
communication.




Non-Verbal Communication

o 75% Rule
e Negative Dominance Rule

. Cultural Meaning Rule




Non-Verbal Communication

o« Eyes Dress,

e Hands appearance,
Jpodure Voice, ete.




Specialflopics

o Non-Verbal Communication
e Bridging
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Bridging Statements

o Example Statements

. Ilhe. most iImportant thing for people to
Know Is. . .

. What this all’beils dewn'taIs. . .
. What needs to be'emphasized/Is.. ..
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Specialflopics

o Non-Verbal Communication
e Bridging
o, Credibility Cadders




Credibility Ladaer

Most
Credible
/\ High Credibility

Medium: Credibrirty,

Least: LLew Credipnity,
Credible
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Shift

o From
— One credible source

N o)
— 3 plus credible seurces
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Credibility Iransfterence

“A’lower credible source takes on
the credibility, ofi the highest credible
source that agrees with Its: pesition
on an|Issue.”
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Credibility Reversal

“When,a lower source attacks the
credibility. ofi a higher source, the
lower source leses: fiurther credibility.

TThe only infermation seurce that can
effectively; attack the credibility: of
another spurce s ene o equalior,
higher credioningy.?
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Credibility-lLadder:
Environment

Most

Credible /\

[Least
Credible

Respected local citizens
Non-management employees
Educators

IHealthcare workers

Media

ACHIVISt groups

Industiy efficials
Goevermnmentefiicrals

Pald consultants
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Specialflopics

o Non-Verbal Communication
e Bridging

o, Credibility Ladders

o \isuals




Key Nessages

e Riskcommunication s a science-
based discipline

High stress situations: change the
rules oficommunication

o Thekey o communication SUCCESS
IS anticipation, preparation, and
practice
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Role Play Exercise
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Class Exercise:
Role Play

Insfructions
All classimembers participate

One team will provide infoermation re: scenario and setting

Class members play role of primary stakeholder — asking Qs,
VOICINg CONCerns

Role of Group Spoekespersaen
Giyve 60/second overview: ofiscenario
Explain the setting| (who, what, when, why; hew; where)
Deliver opening statement using 1 ofimaps develeped|/earlier

Facilitate - answer questions framitiieravdience e delegate to
other group memhbers
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Class. Exercise:
Role Play

Group Preparation
 Develop opening statement

o Decide roles each person will play

(spokesperson, RPM, state agency: rep,
EPA CIC, etc.)

Classi RelePlay,
(5-minute class crtiguefellewinglrele play)
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